Il tectia

SSH Tectia® Client/Server 6.1 (Windows)
Quick Start Guide

30 November 2009



SSH Tectia® Client/Server 6.1 (Windows): Quick Start Guide

30 November 2009
Copyright © 1995-2010 SSH Communications Security Corp.

This software is protected by international copyright laws. All rights reserved. ssh® and Tectia® are registered trademarks of SSH
Communications Security Corp in the United States and in certain other jurisdictions. The SSH and Tectia logos are trademarks of SSH
Communications Security Corp and may be registered in certain jurisdictions. All other names and marks are property of their respective
owners.

No part of this publication may be reproduced, published, stored in an electronic database, or transmitted, in any form or by any means,
electronic, mechanical, recording, or otherwise, for any purpose, without the prior written permission of SSH Communications Security
Corp.

THERE IS NO WARRANTY OF ANY KIND FOR THE ACCURACY OR USEFULNESS OF THIS INFORMATION EXCEPT AS
REQUIRED BY APPLICABLE LAW OR EXPRESSLY AGREED IN WRITING.

For Open Source Software acknowledgements, see appendix Open Source Software License Acknowl edgementsin the Product Description.

SSH Communications Security Corp.
Kumpulantie 3, FI-00520 Helsinki, Finland




Table of Contents

1. ADOUL THIS DOCUIMENT ...ttt e e e e e et e e e e et r e e e ebt e e e e eaeaeeeens 5
1.1, REfEreNCE DOCUMENTS ... ittt et e e et et e et e et e e et e e e e eanns 5
1.2. Component TEIMINOIOQY .. vvuueiiieiii et e e e e e e e e e e e e e e e e et e e eeaens 6
1.3. Documentation CONVENTIONS .........iiue ittt e e e e e et e et e et e e et e ean e aanaees 8

1.3.1. Operating SYStEM NAIMIES ... ..uuiiiiieiii et e e e e e e e e e e e e et e e e eaaaees 8
1.4, CUSEOMEE SUPPOIT ..ottt ettt et ettt et et e e e e enes 9

2. INSTAITALION L.t e 11

2.1. Preparing for INStallation .............oooiiiiiiii e 11
2.1.1. Hardware and Disk Space ReQUITEMENTS ........ovvunieiiiieiiiieriie e e e e e e e e e e e e 11
2.1.2. Upgrading Previously Installed Secure Shell Software .............ccooiiiiiiiiiiniii, 11
2.0.3. LECBNSE FIE ..t 12
2.1.4. Creating Operating System USEr ACCOUNTS .........uueeirrtieeiiiiieeeeii e et e eei e e e eeene 12

2.2. Installing SSH TeCtia SOftWAIE .........ovviiiii e e 13
2.2.1. Installing SSH Tectia Client on WINAOWS ........c..uuiiiiiiiiieiie e 13
2.2.2. Installing SSH Tectia Server on WINAOWS ..........iiiiiiiiiiiiiiecii e e e e 15
2.2.3. InsStallation COMPIELE .....oovei e 17

2.3. Removing SSH TeCtia SOTIWAIE .......iiiiieii e e e e 17
2.3.1. Removing SSH Tectia Client and Server from WIindows ............cccccooeviiiiiiiiiiiiieciiieeenns 18

3. CoNNECLING T0 REMOTE SEIVEL ....uiiiiiiii et e e e e e et e e e e e e e e aeaees 19
3.1. First Connection With PASSWOIT ........c.uuiiiiiiiiie e e e e eaens 19
3.2. Creating Connection Profiles .........cuuuiiiiiiii e 21

3.2.1. Defining Connection Profile SETNGS ..........iiiiiiiiii e e 23

4. Configuring Authentication Methods ............coiiiiiiii e 27
4.1. Server Authentication MEthOS ..........uiiiiii e 27
4.2. User Authentication With PASSWOITS ...........uuiiiiiiiiieiiii e 27
4.3. User Authentication With PUDIIC KEYS .........uiiiiiiii e 28

4.3.1. Creating Keys with Public-Key Authentication Wizard ...............ccooevviiiiiiiiiin e, 29
4.3.2. Uploading Public Key Automatically ..............ooveiiiiiiiiiiiiiii e 31

4.4. Setting up Non-interactive Authentication for Automatic SCripts ..........ccovvviviiiviineiiiiieieeeennn, 33

5. UsINg Secure File Transter . ... e 35
5.1. Using SFTP 0n SSH Tectia CIIENt ... .ovvuiii e e e 35

SSH Tectia® Client/Server 6.1 (Windows) Quick Start Guide © 1995-2010 SSH Communications Security Corp.



4 SSH Tectia® Client/Server 6.1 (Windows)

5.1.1. Using SFTP on Command LiNE .........oouuiiiiiii i e e e 35
5.1.2. Using SSH Tectia File Transfer GUI .........couiiiiiiiiiicc e 36

5.2. Configuring SSH Tectia Server for a Secure File Transfer Use Case .........cc.coevveuieiiiieiiineeinns 37
5.2.1. Opening SSH Tectia Server Configuration GUI ...........c.coiiiiiiiiiii e 37
5.2.2. Enabling Public-Key AUthentiCation ..............cooiiiiiiiiiiii e 38
5.2.3. Settings for the AdmIN GrOUP .......cvueiii e e e s 39
5.2.4. Settings for the SFTP-USEIS GIOUPD ......ccuuiietaiiiaeii et e e et e e et et e e e eae e eeanaes 43
5.2.5. Settings for the RESt OF USEIS .. ..vuiiiiiiiii e 48

5.3. Automated Secure File Transfer SCrpt ........ooveu i 50

6. Using Secure Application CONNECLIVILY ....c.vuiiiiiiiiii i e e s 51
6.1. Defining AUtomMatic TUNNEIS ... ... i e 52
6.1.1. Settings in SSH Tectia ClIENt ........cooviii e e 52
6.1.2. Settings in the Tunneled APPlICAtION .........coouiiiiii e 54
1T PP 57

© 1995-2010 SSH Communications Security Corp. SSH Tectia® Client/Server 6.1 (Windows) Quick Start Guide



Chapter 1 About This Document

This guide gives quick instructions on getting started with SSH Tectia Client and Server. There are two altern-
ative client/server products for different platform architectures: SSH Tectia Client/Server for AlX, HP-UX,
Linux, Solaris, and Windows platforms, and SSH Tectia Server for Linux on IBM System z platforms.

The instructions are intended for a system where SSH Tectia Client is used to connect to SSH Tectia Server,
and both are running on the Windows operating system.

The purpose of this quick guide is to help you in getting the SSH Tectia client/server solution up and running
with the default settings so that you can evaluate the product.

The target audience to this guide are system administrators and other professionals who need to evaluate SSH
Tectia products. To be able to use the information presented in this document, you should have system-admin-
istrator-level knowledge and know what SSH Tectia Client and Server are meant for.

SSH Tectia product family includes also SSH Tectia ConnectSecure that is capable of providing more advanced
file transfer and application connectivity services in addition to the basic Secure Shell client services provided
by SSH Tectia Client. Note that this guide concentrates on SSH Tectia Client as it is an entry-level product.

1.1 Reference Documents

The SSH Tectia client/server solution is described and more advanced user instuructions are given the following
the product-specific manuals:

» SSH Tectia Client/Server Product Description contains general information about the product, its archi-
tecture, main features, and the product structure.

e SSH Tectia Client User Manual contains detailed instructions on installing, configuring and using SSH
Tectia Client.

»  SSH Tectia Server Administrator Manual contains detailed instructions on installing, configuring and using
SSH Tectia Server.

SSH Tectia® Client/Server 6.1 (Windows) Quick Start Guide © 1995-2010 SSH Communications Security Corp.



About This Document

e SSH Tectia Client/Server Migration Guide contains detailed instructions for upgrading the SSH Tectia
client/server solution from 4.x to 6.1.

Instructions for evaluating SSH Tectia Client and Server on Unix are available in a separate quick quide SSH
Tectia Client/Server (Unix) Quick Start Guide.

1.2 Component Terminology

The following terms are used throughout the documentation.

client computer

Connection Broker

event

file transfer GUI

host key pair

remote host

Secure Shell client

Secure Shell server

server computer

SFTP server

SSH Tectia Client

The computer from which the Secure Shell connection is initiated.

The Connection Broker is a component included in SSH Tectia Client,
SSH Tectia ConnectSecure, and SSH Tectia MFT Events as well as in
the SSH Tectia Server for IBM z/OS client tools. Connection Broker
handles all cryptographic operations and authentication-related tasks.

An event is a scheduled file transfer or command action pre-configured
in the SSH Tectia MFT Events configuration. Events are run automatically
according to the defined triggers and conditions.

SSH Tectia Client and ConnectSecure include a separate graphical user
interface (GUI) for handling and performing file tranfers interactively.

A public-key pair used to identify a Secure Shell server. The private key
file is accessible only to the server. The public key file is distributed to
users connecting to the server.

Refers to the other party of the connection, client computer or server
computer, depending on the viewpoint.

A client-side application that uses the Secure Shell version 2 protocol,
for example sshg3, sftpg3, or scpg3 of SSH Tectia Client.

A server-side application that uses the Secure Shell version 2 protocol.

The computer on which the Secure Shell service is running and to which
the Secure Shell client connects.

A server-side application that provides a secure file transfer service as a
subsystem of the Secure Shell server.

A software component installed on a workstation. SSH Tectia Client
provides secure interactive file transfer and terminal client functionality
for remote users and system administrators to access and manage servers
running SSH Tectia Server or other applications using the Secure Shell

© 1995-2010 SSH Communications Security Corp.
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SSH Tectia client/server solu-
tion

SSH Tectia Connections Config-

uration interface

SSH Tectia ConnectSecure

SSH Tectia MFT Events

SSH Tectia SFTP API

SSH Tectia Server

SSH Tectia Server for IBM
z/0S

SSH Tectia Server for Linux on
IBM System z

transparent FTP tunneling

protocol. It also supports (non-transparent) static tunneling, and as an
optional feature on Windows, transparent TCP tunneling.

The SSH Tectia client/server solution consists of SSH Tectia Client, SSH
Tectia ConnectSecure, SSH Tectia Server, and SSH Tectia Server for
IBM z/0OS.

SSH Tectia Client, ConnectSecure, and Events have a user interface for
configuring the connection settings to remote servers.

A software component installed on a server host, but it acts as a Secure
Shell client. SSH Tectia ConnectSecure is designed for FTP replacement
and it provides FTP-SFTP conversion, transparent FTP tunneling, trans-
parent TCP tunneling, and enhanced file transfer services. SSH Tectia
ConnectSecure is capable of connecting to any standard Secure Shell
server.

A software component typically installed on a server host. SSH Tectia
MFT Events is designed for automating file transfer and command events
and for viewing their performance. The events can be created and main-
tained via the SSH Tectia MFT Events administration interface. SSH
Tectia MFT Events is capable of connecting to any standard Secure Shell
server.

SSH Tectia ConnectSecure includes separate application programming
interfaces (API) for C and Java. The APIs can be used by developers who
develop secure file transfer applications or integrate SSH Tectia products
into other systems.

SSH Tectia Server is a server-side component where Secure Shell clients
connect to. There are three versions of the SSH Tectia Server product
available: SSH Tectia Server for Linux, Unix and Windows platforms,
SSH Tectia Server for Linux on IBM System z, and SSH Tectia Server for
IBM Z/OS

SSH Tectia Server for IBM z/OS provides normal Secure Shell connec-
tions and supports the enhanced file transfer (EFT) features and transparent
TCP tunneling on IBM mainframes.

SSH Tectia Server for Linux on IBM System z provides Secure Shell
connections on Linux running on IBM System z platforms.

An FTP connection transparently encrypted and secured by a Secure Shell
tunnel.

SSH Tectia® Client/Server 6.1 (Windows) Quick Start Guide
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8 About This Document

transparent TCP tunneling A TCP application connection transparently encrypted and secured by a
Secure Shell tunnel.

tunneled application A TCP application secured by a Secure Shell connection.

user key pair A public-key pair used to identify a Secure Shell user. The private key
file is accessible only to the user. The public key file is copied to the
servers the user wants to connect to.

1.3 Documentation Conventions

The following typographical conventions are used in SSH Tectia documentation:

Table 1.1. Documentation conventions

Convention | Usage Example

Bold Menus, GUI elements, strong emphasis Click Apply or OK.

N Series of menu selections Select File - Save

Monospace | Filenames, commands, directories, URLS etc. Refer to readme . txt

Italics Reference to other documents or products, emphasis See SSH Tectia Client User

Manual

# In front of a command, # indicates that the command is | # rpm --install package.rpm
run as a privileged user (root).

$ In front of a command, $ indicates that the command is | $ sshg3 user@host
run as a non-privileged user.

\ At the end of a line in a command, \ indicates that the $ ssh-keygen-g3 -t rsa \
command continues on the next line, but there was not P I
space enough to show it on one line.

0 Note

A Note indicates neutral or positive information that emphasizes or supplements important points
of the main text. Supplies information that may apply only in special cases (for example, memory
limitations, equipment configurations, or specific versions of a program).

Caution

A Caution advises users that failure to take or to avoid a specified action could result in loss of data.

1.3.1 Operating System Names

When the information applies to several operating systems versions, the following naming systems are used:

© 1995-2010 SSH Communications Security Corp. SSH Tectia® Client/Server 6.1 (Windows) Quick Start Guide



1.4 Customer Support 9

» Unix refers to the following supported operating systems:

HP-UX

* IBMAIX

* Red Hat Linux, SUSE Linux
e Linux on IBM System z

* Sun Solaris

« IBM z/0OS, when applicable; as SSH Tectia Server for IBM z/OS is running in USS and uses Unix-
like tools.

e 2/0OS is used for IBM z/OS, when the information is directly related to IBM z/OS versions.

*  Windows refers to all supported Windows versions.

1.4 Customer Support

All SSH Tectia product documentation is available at http://www.ssh.com/support/documentation/.

If the product documentation does not answer all your questions, you can find the SSH Tectia FAQ and
Knowledge Base at https://support.ssh.com/.

If you have purchased a maintenance agreement, you are entitled to technical support from SSH Communic-
ations Security. Review your agreement for specific terms and log in at https://support.ssh.com/.

Information on submitting support requests, feature requests, or bug reports, and on accessing the online re-
sources is available at http://www.ssh.com/support/contact/.

SSH Tectia® Client/Server 6.1 (Windows) Quick Start Guide © 1995-2010 SSH Communications Security Corp.
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Chapter 2 Installation

This guide gives instructions for installing the SSH Tectia client/server solution on the Windows operating
system.

The SSH Tectia products can also be run on other platforms. For a full list of supported operating systems
and instructions on installing SSH Tectia on them, see SSH Tectia Client User Manual and SSH Tectia Server
Administrator Manual.

The SSH Tectia installation packages for evaluation purposes are available at the http://www.ssh.com site,
under Evaluate & Buy, or you can order an installation CD.

2.1 Preparing for Installation

Make the following preparations and check-ups before you start installing SSH Tectia Client and Server.

2.1.1 Hardware and Disk Space Requirements

SSH Tectia products do not have any special hardware requirements. They can be installed on any computer
capable of running the supported operating system versions and equipped with a functional network connection.

The SSH Tectia Client installation requires about 100 MB of disk space. Note that SSH Tectia Client will
save each user's settings in that particular user's personal directory.

The SSH Tectia Server installation requires 100 MB free disk space.
For general installation information, see SSH Tectia Client User Manual and SSH Tectia Server Administrator

Manual.

2.1.2 Upgrading Previously Installed Secure Shell Software

If installed on the same machine, SSH Tectia Client and SSH Tectia Server should always be upgraded to be
the same version, because there are dependencies between the common components.

SSH Tectia® Client/Server 6.1 (Windows) Quick Start Guide © 1995-2010 SSH Communications Security Corp.
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Check if you have some Secure Shell software, for example earlier versions of SSH Tectia products or third-
party Secure Shell server or client, running on the machine where you are planning to install the new SSH
Tectia versions.

The following table shows you which SSH Tectia versions you need to uninstall before you can upgrade to
SSH Tectia Client and Server 6.1. Versions marked "upgrade on top" will be automatically removed from the
host during the installation procedure.

Table 2.1. Upgrade lines on Windows platforms

SSH Tectia version Action

SSH Secure Shell 2.x-3.x| remove

SSH Tectia 4.0 remove
SSH Tectia 4.1-4.x upgrade on top
SSH Tectia 5.0-6.x upgrade on top

2.1.3 License File

SSH Tectia Client and Server requires a license to function. The license file is named stc|sts61.dat

Depending on the platform for which you have purchased SSH Tectia Client and Server, consider the following
license-related issues:

» On Unix, you need to install the license file manually to directory: /etc/ssh2/licenses

» On Windows, the installation wizard automatically copies the license file to the correct directory when
installing from an extracted online package or from the installation DVD.

After installation, the license file is located in the default installation directory:
"C:\Program Files\SSH Communications Security\SSH Tectia\SSH Tectia AUX\licenses"
» On the installation disk, the license files can be found in directory: instal1/<platform>

» Inthe online installation packages, the license files are included in the compressed files (zip/tar) together
with the releasenotes. txt files and the PDF-format documentation.

» Evaluation packages have a temporary license for 45 days. On Unix machines, a banner message will remind
users of how many days are left until the license expires.

2.1.4 Creating Operating System User Accounts

SSH Tectia Server does not have a user management program of its own - the user accounts are created with
the standard operating system tools.

© 1995-2010 SSH Communications Security Corp. SSH Tectia® Client/Server 6.1 (Windows) Quick Start Guide
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On Windows, user login requires the rights to log on locally and to access the remote computer from the
network. Notice that on domain controllers, these rights are disabled by default. If SSH Tectia Server is installed
on a domain controller, permissions to log on locally and to access the computer from the network must be
enabled on the domain controller for the Domain Users group.

2.2 Installing SSH Tectia Software

This section introduces how SSH Tectia Client and Server are installed on the Windows platform.

You can download the installation packages from the web or order the installation disk.

For evaluation purposes, we recommend downloading an online installation package from the web:

1.

Go to http://www.ssh.com/buy/downloads

Under Evaluation Versions, select SSH Tectia Client and Server.

Register and select the relevant product version.

Study the license agreement, and if you approve, click Accept and continue.

The SSH download service sends a verification code to your e-mail. Copy the code from e-mail to the
Email-Address Verification window on the download site, and click Complete registration and
download.

Download the selected SSH Tectia products. Save the compressed files to your local disk.

Proceed to the installation. See the instructions for SSH Tectia Client and Server per platform in the
following sections.

2.2.1 Installing SSH Tectia Client on Windows

The Windows installation packages are provided in the MSI (Microsoft Installer) format. The same package
is compatible with the supported 32-bit (x86) and the 64-bit (x64) versions of Microsoft Windows.

SSH Tectia requires that the operating system includes the following service packs:

Microsoft Windows XP: Service Pack 2

Microsoft Windows Server 2003: Service Pack 2

Microsoft Windows Server 2008: Service Pack 1.

The online installation package is a zip file containing the license file and the executable Microsoft Installer
(MSI) package.

On the installation DVD, the installation package for Windows is located in the /instal 1/windows/ directory.

SSH Tectia® Client/Server 6.1 (Windows) Quick Start Guide © 1995-2010 SSH Communications Security Corp.
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You must have administrator rights to install SSH Tectia Client on Windows.

SSH Tectia Client includes support for Entrust certificates on Windows XP. The necessary libraries are included
in the installation automatically.

The installation is carried out by a standard installation wizard. The wizard prompts you for information,
copies the program files and sets up the client.

To install SSH Tectia Client on Windows, follow the instructions below:

1. Online package: Extract the installation zip file contents to any temporary location.

o Note

The license file will be automatically imported to the correct location, if you extract the contents
of the online .zip package before running the .msi installer, or if you are installing from an
installation disk.

If you run the .msi installer directly from the online .zip package, you need to manually import the
(stc61.dat) license file. The installation wizard will show an error message about missing license file,
and when you attempt to start the SSH Tectia Client, you are prompted to import the license manually
to the correct directory:

"C:\Program Files\SSH Communications Security\SSH Tectia\SSH Tectia AUX\licenses"

2. Locate the installation file ssh-tectia-client-<version>-windows.msi (where <version> corresponds
to the version and build number, for example 6.1.4.123).

3. Double-click the installation file, and the installation wizard will start.
4. Follow the wizard through the installation steps and fill in information as requested.

5. Select Typical installation. For SSH Tectia Client, it includes the sshg3.exe, scpg3.exe, and sftpg3.exe
command-line tools, and the graphical user interface for terminal and file transfer.

To install all components, select Complete when the wizard prompts for the setup type.
6. When the installation has finished, click Finish to exit the wizard.
The default installation directory is "C:\Program Files\SSH Communications Security\SSH Tectia".

The installation creates a new program group in the Start — Programs menu. The default name for this
program group is SSH Tectia Client.

© 1995-2010 SSH Communications Security Corp. SSH Tectia® Client/Server 6.1 (Windows) Quick Start Guide
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-@ S55H Tectia Server 3 I
|77 55H Tectia Client v I7) Dacumentation b
¥ '.' 55H Tectia - File Transfer

"4 55H Tectia - Terminal

Figure 2.1. The SSH Tectia Client program group

2.2.1.1 Desktop Icons

During installation, SSH Tectia icons are added to your desktop. There are separate program icons for SSH
Tectia Terminal and File Transfer windows. They both start the same application, ssh-client-g3.exe, but
the former icon starts with the terminal window and the latter with the file transfer window.

Figure 2.2. The SSH Tectia Terminal icon

Figure 2.3. The SSH Tectia File Transfer icon

2.2.2 Installing SSH Tectia Server on Windows

The Windows installation packages are provided in the MSI (Microsoft Installer) format. The same package
is compatible with the 32-bit (x86) and the 64-bit (x64) versions of Microsoft Windows Server 2003 and
Server 2008.

SSH Tectia requires that the operating system includes the following service packs:
* Microsoft Windows XP: Service Pack 2

* Microsoft Windows Server 2003: Service Pack 2

» Microsoft Windows Server 2008: Service Pack 1.

The online installation package is a zip file containing the license file and the executable Microsoft Installer
(MSI) package.

SSH Tectia® Client/Server 6.1 (Windows) Quick Start Guide © 1995-2010 SSH Communications Security Corp.
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On the installation disk, the installation package for Windows is located in the /instal 1/windows/ directory.

You must have administrator rights to install SSH Tectia Server on Windows.

1

SSH

Note

SSH Tectia Server cannot be installed on file systems that do not support permissions (for example,
FAT16 or FAT32). The hard disk partition where SSH Tectia Server is installed must use the NTFS
file system.

Tectia Server includes support for Entrust certificates on Windows XP. The necessary libraries are

automatically included in the installation.

The installation is carried out by a standard installation wizard. The wizard will prompt you for information
and will copy the program files, install the services, and generate the host key pair for the server.

To install SSH Tectia Server on Windows, follow the instructions below:

(Online package) Extract the installation zip file contents to any temporary location.

0 Note

The license file will be imported automatically, if you extract the contents of the online .zip
package before running the .msi installer, or if you are installing from the DVD.

If you run the _msi installer directly from the online . zip package, you need to manually import the license
file (sts61.dat). The installation wizard will show an error message about missing license file, and
when you attempt to start the SSH Tectia Server, you are prompted to import the license manually to the
correct directory:

"C:\Program Files\SSH Communications Security\SSH Tectia\SSH Tectia AUX\licenses"

Locate the installation file ssh-tectia-server-<version>-windows.msi (Where <version> shows
the SSH Tectia Server version and build number, for example 6.1.4.123).

Double-click the installation file, and the installation wizard will start.
Follow the wizard through the installation steps and fill in information as requested.

The installation wizard will display options Typical, Custom and Complete. However, there is only
one version of SSH Tectia Server in the package, so all options install the same software.

The server host key is generated during the installation. The key generation may take several minutes
on slow machines.

When the installation has finished, click Finish to exit the wizard.

Reboot your computer always after installing or upgrading SSH Tectia Server.
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SSH Tectia Server will start automatically every time the computer is started, and it stays running in the
background. SSH Tectia Server displays no icons on the desktop, but you can see it listed in the Windows
Start — Programs menu.

7. Usually there is no need to manually restart SSH Tectia Server.

If you need to restart SSH Tectia Server (for example because of a missing license or because some
other secure shell software is running on port 22), use the SSH Tectia Server Configuration GUI as follows:

a. Inthe Windows Start menu, open Programs — SSH Tectia Server —. SSH Tectia Server Con-
figuration.

b.  Under the Server Status, click the Start Server button.
The Server will start, and the status changes first to Starting. .. and then to Running.

c. To exit the SSH Tectia Server configuration GUI, click OK.

2.2.3 Installation Complete

After a successful installation, SSH Tectia Client and SSH Tectia Server are automatically started at reboot
and they keep running in the background until you stop them manually, or shut the host down.

You can use SSH Tectia Client and SSH Tectia Server with the default settings to test their functions. For
instructions of opening a secure connection for the first time, see Chapter 3.

It is also possible to customize the behaviour of the SSH Tectia client/server solution according to current
needs. To learn more about modifying the SSH Tectia configuration for different purposes, refer to the later
chapters in this manual:

» Chapter 4 explains configuring of authentication methods
» Chapter 5 explains secure file transfer

» Chapter 6 explains securing application connections.

2.3 Removing SSH Tectia Software

If you need to remove the SSH Tectia Client and Server software, follow the instructions below.

0 Note

The uninstallation procedure removes only the files that were created when installing the software.
Any configuration files have to be removed manually from directory "C:\Program Files\SSH

SSH Tectia® Client/Server 6.1 (Windows) Quick Start Guide © 1995-2010 SSH Communications Security Corp.
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Communications Security\SSH Tectia\SSH Tectia Server" and from each user's %APP-
DATA%\SSH directory.

2.3.1 Removing SSH Tectia Client and Server from Windows

To remove SSH Tectia Client and Server from a Windows environment, follow the instructions below:

1.

From the Start menu, open the Windows Control Panel.
Double-click Add or Remove Programs.

From the program list, select first SSH Tectia Client and click Remove, and then select SSH Tectia
Server and click Remove.

Click Yes to confirm in both cases.

After you have uninstalled SSH Tectia Server, the system will prompt you to restart Windows.
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Chapter 3 Connecting to Remote Server

This section explains how you can log in from SSH Tectia Client to SSH Tectia Server using password au-
thentication with the default settings. The default settings on SSH Tectia Client and Server allow login with
passwords, public keys, and GSSAPI. By default, passwords are used for user authentication, and public keys
for server authentication.

You are expected to have a user account on the remote server, where you will connect, and the server must
have a SecureShell server running. In the example below, you can connect within the local machine, to make
sure that you know the server's address and that it has SSH Tectia Server running.

3.1 First Connection with Password

On Windows, you can connect to a remote host by using the SSH Tectia terminal GUI as follows:

1. Open the SSH Tectia Terminal by clicking its icon on your desktop:

Figure 3.1. The SSH Tectia Terminal icon

2. To open a Secure Shell connection, click the Connect icon 2 on the toolbar, or click File — Connect
in the menu. Alternatively, you can hit Enter or Space on the keyboard when the (still disconnected)
terminal window is active.

3. This opens the Connect to Server dialog where you can define the host you want to connect to:
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Connect to Server : x|
!l-' Host Name: |abe example. com Connect
= ?Sl
<ig _
User Name: [semamd] Caneel |
Fart Mumber; |22

Figure 3.2. The Connect to Server dialog

Define the following information and click Connect:

» Host Name — the FQDN, short hostname, or the IP address of the remote host
» User Name — your user name on the remote host

« Port Number — 22 is the default Secure Shell listener port.

With later sessions, the values used in the previous connection will be pre-filled.

4. The server authentication phase starts. The remote server host will provide your local computer with its
host public key. The host key identifies the server host.

SSH Tectia Client checks if information on this key is already stored in your own host key directory. If
not, the host key directory common to all users on your computer is checked next. If information on this
host key is not found, you are asked to verify the new key.

When public-key authentication is used to authenticate the server, thefirst connection is very important.
When SSH Tectia Client receives a new server host key, it will display the host identification message.
For example Figure 3.3:

& SSH Tectia 21|

Huoszt key far the host “abc" nat found from databaze.

The fingerprint of the host public key is:
"'wicec-kahog-kyvih-fufib-nypzed-loqum-pycuz-besug-galoh-gupah-pysax"

Pleaze zelect how you want o proceed.
" Cancel the connection.

" Proceed with the connection but do not zave the key.

&+ i Pracesd with the connection and save the key for future use.;

Figure 3.3. The host identification dialog — the first connection to a remote host

The message displays the fingerprint of the host's public key in the SSH Babble format that is a series
of pronounceable five-letter words in lower case and separated by dashes.
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Verify the validity of the fingerprint, preferably by contacting the administrator of the remote host
computer by telephone. After verifying the fingerprint, it is safe to save information on the host key for
future use. You can also choose to cancel the connection, or to proceed with this connection without
saving the host public key information.

Caution

Never save a host public key without verifying its authenticity!

Click OK to close the host identification dialog.

Information on the server public key will be stored on the client-side machine so that the client can later
validate the key. On SSH Tectia Client, the public key information is stored in the "%APP-
DATA%\SSH\HostKeys" directory.

After the first connection, only the locally stored information about the server public key will be used
in server authentication.

The user authentication phase starts. You will be prompted to authenticate yourself to the server with
your password.

After the server has successfully authenticated you, the Secure Shell connection to the server is opened.

3.2 Creating Connection Profiles

On SSH Tectia Client on Windows, you can configure separate connection settings for each Secure Shell
server you connect to. You can also create several profiles for the same server, for example, with different

user accounts.

You can add connection profiles via the following views:

Start SSH Tectia Terminal and click the Profiles button. Select Add profile from the drop-down menu,
as shown in the following figure.
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il
“ File Edit Wiew Wwindow Help |
|d ek 28 =2eF 4l0E| Q% @
“ & Quick Connect m‘

$3H Tectia - Te Add Profile. .. ~
Copyright (e) 2 Edit Profiles.,, fumications Security Corp - http://wnr. ssh. coms

Licensed to CD- desktop L

I gateway
paper
rock,
SCissors

[

Mok connected - press Enter or Space ko connect: | | 7ox14 /;

Figure 3.4. Adding connection profiles in SSH Tectia configuration GUI

» Start SSH Tectia Terminal and open the SSH Tectia Configuration tool by clicking the SSH Tectia icon
& on the toolbar.

Or you can open the SSH Tectia Configuration tool by right-clicking the SSH Tectia tray icon & in the
system task bar and selecting Configuration from the shortcut menu.

In the SSH Tectia Configuration view, go to the Connection Profiles page (as shown below) and click
Add profile. Type a name for the profile and click OK.

© 1995-2010 SSH Communications Security Corp. SSH Tectia® Client/Server 6.1 (Windows) Quick Start Guide



3.2.1 Defining Connection Profile Settings 23

‘& SSH Tectia Configuration =lal x|
- Generdl
Btaegieidll Connection Profiles
-Prosy Rules

i Logging Edit the uzer prafile by zelecting the specific prafile name from the bee.
[ Conhection Profiles
_, |User Authentication Usze the buttonz below to add, rename and delete profiles

erver Authentication
[ Tranzparent Tunnels
- Automatic Tunnels

Enter profile narne:
|paped
Ok I Cancel |
Add profile... Add folder... | fove... | Fename... | [relete |
I
‘m ok | Apply | Cancel | Help |

Figure 3.5. Adding connection profiles

Newly created connection profiles will inherit the default values for authentication, ciphers, MACs, tunneling,
and advanced server settings defined under the General — Default Connection page. The values can be
customized on the profile-specific tabbed pages, see Figure 3.6.

To rename a connection profile, select a profile and click Rename. Type a new name and click OK.
To remove a connection profile, select a profile and click Delete. You will be asked for confirmation. Click

OK to proceed with the deletion.

3.2.1 Defining Connection Profile Settings

Under the Connection Profile page, on the Connection tab, you can define the protocol settings used in the
connection. Any changed connection settings will take effect the next time you log in.
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8 55H Tectia Configuration [=[O0]
[+ General .
- Connection Profiles Connection IAulhenticaliUn I Ciphers | MaCs I Server | Proxy | Tunneling <| 3

i paper . . . . . )
L rack Configure basic settings for the connection. Mew settings will take effect upon next login.

- scissars —Host W
[#-Uzer Authent\catlon o Smealinliest marE |host1 T
[+~ Server Authentication
- Automatic Tunnels = Prompt uger for the host name:
—User Mam

& Use current Windows user name

" Specify uzer name
 Prompt user for the user name

£~ Use the Default Connection's user name

—Advanced

Part number |22
Compression I <None: LI
Tunnel uzsing profile I <None> LI

Uzag:
’7 Thiz profile iz not used in any automatic tunnels, tansparent tunnels ar nested tunnels. ‘

Crezate Shortcut |

Add prafile. .. Add folder... | Mave... | Rename... | Delete |
i mﬂ 0K | Apply | Cancel | Help |

Figure 3.6. Configuring connection profiles

Hostname
Select Specify host name if you want to define a connection profile. Enter the name of the remote host
computer to which you want to connect with the profile.

On Windows, when transparent TCP tunneling is used, 'WDEST INATION_HOSTNAME%' is supported as the
hostname definition. This option exists for backward compatibility reasons. From 6.0 onwards, you can
define that SSH Tectia Client and Server uses the destination IP address received from the tunneled ap-
plication with setting Transparent Tunnels — Filter Rules —» Use host name from the application
(in XML configuration: hostname-from-app="yes").

Select Prompt user for the host name if you want that the user should enter the host name manually
when connecting.

User Name
Select Use current Windows user name if the connection should always be made using the currently
logged in Windows user name. This is similar to defining %USERNAME% (note the percent signs) as the
user name.

Select Specify user name and enter the user name, if you want to define the user name to be used when
connecting to the remote host computer. If you specify %USERNAME% (note the percent signs) as the user-
name, it will be replaced with the name of the current Windows user account upon connecting.
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Select Prompt user for the user name if the user should enter the user name manually every time when
connecting.

Advanced
In Port number, enter the port number you want to use for the Secure Shell connection. The default port
is 22.

0 Note

A Secure Shell server program must be listening to the specified port on the remote host computer
or the connection attempt will not succeed. If you are unsure which port the remote host computer
is listening to, contact the system administrator of the remote host.

Not needed now: In Compression, select the desired compression setting from the drop-down menu.
Valid choices are zlib and none. Compression is disabled by default.

Not needed now: In Tunnel using profile, select the desired connection profile from the drop-down
menu. Any nested tunnels will be created through the profile. For information on the tunneling features,
refer to the SSH Tectia Client User Manual.
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Chapter 4 Configuring Authentication Methods

The SSH Tectia client/server solution has separate authentication procedures for authenticating the servers
and the users. The authentication is mutual, the client authenticates the server and the server authenticates the
user.

The server configuration defines which authentication methods are allowed, and the client configuration
defines the order in which the methods will be tried.

In this guide we introduce how public-key authentication is used in authenticating the remote SSH Tectia
Server host. For user authentication, we introduce both the password authentication method, as it is set up by
default, and public keys, which provide stronger security and make it possible to use non-interactive login
securely.

For general information on user authentication methods, see technical note SSH Tectia Client/Server User
Authentication Methods at http://www.ssh.com/resources/.

4.1 Server Authentication Methods

The server is authenticated with a digital signature based on a DSA or RSA public-key algorithm.

During the server installation process, one RSA key pair (with the file names hostkey and hostkey . pub) is
generated and stored on the server host in directory "C:\Program Files\SSH Communications Security\SSH
Tectia\SSH Tectia Server" . By default, this key pair is used for server authentication.

For information on connecting to a remote server for the first time, see Chapter 3.

4.2 User Authentication with Passwords

The password and public-key authentication methods are set up by default on both SSH Tectia Client and
Server. Passwords are the easiest method for authenticating users as then no configuring is needed on the
server side. The passwords are protected from eavesdroppers, since all communication is encrypted.
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On Windows, password authentication uses the Windows password to authenticate the user at login time.

For information on differences in user name handling on local and domain accounts, see User Authentication
with Passwords in SSH Tectia Server Administrator Manual.

4.3 User Authentication with Public Keys

Public-key authentication is based on the use of digital signatures and provides very good authentication se-
curity.

To be able to use public keys in user authentication, you must first create a key pair on the client. One of the
created key files is your public key, and the other is your secret private key.

The security level of the key pair depends on the complexity (or bit length) of the key. Larger keys are more
secure, but generating and using them takes a longer time.

0 Note

The default size (2048 bhits) of public-key pairs generated using SSH Tectia Client is very secure.
Never generate keys smaller than 768 bits.

The server must know the user's public key, so you need to upload the public key to the server, but the private
key is only in your possession.

SSH Tectia Client Secure Shell v2 server
=[m [
@
Client Server
ClientUser 3| ServerUser
private key public key

Figure 4.1. User public-key authentication

When you start logging in to a remote server, the client sends a signature to the server, and the server checks
for matching public keys. If the key is protected with a passphrase, the server requests you to enter the pass-
phrase.

Remember that your private-key file is used to authenticate you. Keep your private-key file in a secure place
and make sure that no one else has access to it. If anyone else can access your private-key file, they can attempt
to log in to the remote host computer pretending to be you. Define a passphrase to protect your private key,
whenever possible.
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Caution

Generate keys only on your personal computer that no one else can access! Do not store your private
key on a computer that is shared with other users.

When you start using public-key authentication, do the following actions:

1. Generate a key pair. You can generate your own key files with the help of a built-in Public-Key Authen-
tication Wizard (see Section 4.3.1).

You can also import existing keys on the Keys and Certificates page of the SSH Tectia Configuration
tool.

2. Upload your public key to the remote host computer (running the SSH Tectia Server) automatically (see
Section 4.3.2).

0 Note

SSH Tectia Server supports also user public keys generated with OpenSSH. SSH Tectia Server can
be configured to check the OpenSSH authorized_keys file in addition to the SSH Tectia author-
ization file and/or the authorized_keys directory. Public keys defined in the SSH Tectia locations
have precedence over the keys in the OpenSSH file if the same key is defined in both.

These instructions assume that the client user is allowed to log in to the remote host, where SSH Tectia

Server is running, using password authentication.

4.3.1 Creating Keys with Public-Key Authentication Wizard

On Windows, you can use the SSH Tectia Public-Key Authentication Wizard to generate a key pair. The
wizard will generate two key files, your private key and your public key, and stores them in directory %APP-
DATA%\SSH\UserKeys on your local computer. The public key has .pub as the file extension, and the private
key file has the same base file name as the public key but no file extension.

Public key pairs can also be generated with a command line tool ssh-keygen-g3. For instructions, see Client
User Manual.

1. Open the SSH Tectia Configuration tool by clicking the SSH Tectia icon &2 on the system task bar or
on the SSH Tectia Client toolbar.

2. Go to User Authentication and select the Keys and Certificates page. Click New key.
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& 5SH Tectia Configuration =101 x|
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- Conction Piolcs Keys and Certificates
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- Keys and Certificabes Manape key pairs and certficates used in uzer authenlication.
= Ky Providers =0 = - - =
1.5 caver Aushertication Diefandt keys |_. \Documents and Settings'\katnb\&pplication D ata\55HAU serfleys
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Figure 4.2. Configuration tool, Keys and Certificates view

3. The Public-Key Authentication Wizard starts.

"___Puhlic—l(ey Authentication Wizard

—Enter properties for a new key

File name Ikey_ndministrator_examplehost

Comment: I

—Enter a passphrase for the key

Passphrase I......................

Retype passphrase I (ITTITYTTTTIITIT IS TTIY )

Hide Options

Key properti
Key bype: IDSA ;I
Kev length: |3D?2 ;I

< Back | Mext = | Cancel |

Figure 4.3. The Public-Key Authentication Wizard
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4. Define the key properties and the required passphrase to protect your key pair.

File Name
Type a unique name for the key file. SSH Tectia Client and Server suggest a name consisting of the
user name and the host name.

Comment
Write a short comment that describes the key pair. For example, describe the connection the key is
used for. This field is not obligatory, but it helps to identify the key later.

Passphrase
Type a phrase that is difficult to guess. Use at least 8 characters, both letters and numbers. Any
punctuation characters can be used as well.

If the key pair will used for automated jobs, you can leave the passphrase field empty to generate
the key without a passphrase.

You will be requested to enter the passphrase always when using the keys to authenticate yourself.
The passphrase works in a way similar to a password and gives some protection for your private
key.

Memorize the passphrase carefully, and do not write it down.

Retype passphrase
Type the passphrase again. This ensures that you have not made a typing error.

5. Click the Advanced Options if you what define the type of the key to be generated and the key length
to be different from the defaults. By default, SSH Tectia Client and Server generates a pair of 2048-bit
DSA keys.

In the Key Properties fields, you can make the following selections:

Key Type
Select the type of the key to be generated. Available options are DSA or RSA.

Key Length
Select the length (complexity) of the key to be generated. Available options are 1024, 2048 or 3072
bits. Larger keys are more secure, but also slower to generate.

6. Click Next to proceed to uploading the key. The wizard continues with Step 3 in Section 4.3.2.

Uploading existing public keys to new remote servers is instructed in Section 4.3.2.

4.3.2 Uploading Public Key Automatically

Public keys can be automatically uploaded to servers that have the SFTP subsystem enabled, and by default,
SFTP is enabled on SSH Tectia Servers. The Public-Key Authentication Wizard automatically uploads
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each new public key to a remote host of your choise. The wizard lists all existing keys, and you can select a
key to upload it to a remote server at any time.

The public key will be uploaded to the default user home directory (%USERPROFILE%\.ssh2 on Windows,
$HOME/ .ssh2 on Unix) on the remote server.

0 Note

The key user is required to have the write permissions to the to the key directory on the server,
otherwise the automatic upload will fail. The administrator of the remote host computer may have
restricted user access so that users are not able to configure public-key authentication for themselves
even if public-key authentication is allowed in the server configuration.

1. Toaccess the Public-Key Authentication Wizard, click User Authentication — Keys and Certificates
on the tree view.

2. Select a key from the list and click Upload.

3. The Upload Public Key view of the wizard appears.

lg Public-Key Authentication Wizard

Upload Public Key

Define the remote hosk where you want to upload the key.

Host name |examplehost.com

& Quick connect User name Iadmin33

Port number I 22

£~ Connection profile IprofileD =

Upload = | Cancel |

Figure 4.4. Uploading a key

Define the remote host where to upload the key:

Quick connect
Select this option to define the remote Host name and your User name there. The default Secure
Shell port is 22.

Connection profile
Select a Connection profile from the drop-down list that specifies the desired remote host and user
name.
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4. Click Upload to transfer the key to the selected server. If you are already connected to the remote server
host, the key upload starts immediately. If you are not connected, you will be prompted to authenticate
on the server (by default with password).

4.4 Setting up Non-interactive Authentication for Automatic
Scripts

When SSH Tectia Server is used for automated file transfer, you can create separate user accounts for file
transfer purposes. When such user accounts are used only for non-interactive file transfers, it is advisable to
disable terminal access on the server side. See instructions in Section 5.2.5.

Non-interactive authentication with public keys and scripted commands can be set for the SFTP accounts.
For non-interactive batch jobs, you can use public-key authentication without a passphrase.

Running the client non-interactively requires that you have already saved the server's public host key on the
client, and set up a non-interactive method for user authentication. Batch mode should be used non-interactively
with command-line tools.

1. Generate an RSA key pair and leave the passphrase field empty.
See instructions in Section 4.3.1

2. For uploading the keys, see instructions in Section 4.3.2 .

Caution

Make sure your private key is not accessible to others. This is especially important when the key is
stored without a passphrase.

For more information on other non-interactive authentication methods, see Authentication in SSH Tectia
Server Administrator Manual.
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Chapter 5 Using Secure File Transfer

Secure File Transfer Protocol (SFTP) is a secure replacement for the plain-text FTP service. The SFTP service
encrypts all files during the transfer.

This chapter shows how secure file transfer is used and describes a use case plus the required configuration
changes.

5.1 Using SFTP on SSH Tectia Client

On SSH Tectia Client, the default settings for SFTP are applicable in most cases, so you can start experimenting
with file transfers immediately. The SFTP service can be used on command line or via GUI. The GUI includes
tooltips to guide you.

5.1.1 Using SFTP on Command Line

Command sftpg3 is used on command line to connect to any host that is running a Secure Shell version 2
server with the SFTP server subsystem enabled.

The basic syntax of sftpg3 command is:
sftpg3 username@remotehost

This logs you in to the remote host. After a successful login, you can, for example, fetch a file from the remote
host to your local host with a command like this:

sftpg3> get file
To view the commands and options available with sftpg3, type help at the SFTP prompt:
sftp> help

For more instructions on the command, see the SSH Tectia Client User Manual.
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5.1.2 Using SSH Tectia File Transfer GUI

SSH Tectia Client on Windows provides a graphical user interface for secure file transfers. To open the file
transfer GUI, click the SSH Tectia File Transfer icon on your desktop.

Figure 5.1. The SSH Tectia File Transfer icon

In the SSH Tectia file transfer window, you can open a connection to a remote host through a connection
profile defined in the Connection Broker configuration (click Profiles), or by using the Quick Connect option.

R 1:scissors (profile) - SSH Tectia - Terminal - | E||1|

File Edit Mew Operation ‘Window Help |

Hsg e oB o9l eE rxEnnolel
1 ouick Connect ] Profiles |
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| FILEL. THT 11,044 Text... 190022008 18: [|[C)Extras Folder 25110/2007 11:41:
[Z] FILENAMEL TXT 11,620 Tewk... 25/10/2007 10: |5 Testuser Folder 25110/2007 11:42:
[Z] Filename. kxt 71,498 Text... 19/02/2005 15:2 F\Ie 0 File 20/11/2006 16:11:
T ProductDecscription, pdf - 3,675,078 Adob...  18/09/2007 16:1 [Z] FILE1.T5T 10,923 TextD... 19/02/2005 18:25:
=] sftpa3.zml 62,963 AMLD... 18/10/2007 14:¢ @ filenarne, kxt 70,400 TextD... 19/02/2008 18:26:
=] ssh-broker-config.ml 79,095 XMLD... 10/10/2007 11:1 | [E] FILENAMELTXT 11,536 TextD... 25/10/2007 10:55;
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Figure 5.2. SSH Tectia File Transfer GUI

The SSH Tectia file transfer GUI makes it easy to download files from a remote host computer into your
local computer and to upload files to a remote host. The SSH Tectia file transfer window operates much like
Windows Explorer.
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5.2 Configuring SSH Tectia Server for a Secure File Transfer
Use Case

In this section we introduce a use case where SSH Tectia Server is used for automated secure file transfer,
and show how to configure the SSH Tectia Server for it. SSH Tectia Client does not require any configuration
changes.

The target of the SSH Tectia Server configuration changes is to improve the security of the system for automated
file transfers. This calls for some user restrictions on the SFTP usage. In this secure file transfer use case, we
define the following restrictions on the SSH Tectia Server:

1. Public keys are the only allowed authentication method. See instructions in Section 5.2.2.

2. SFTP service is allowed only for specially created user groups SFTP-users and admin. SFTP service is
denied from all other users. See instructions in Section 5.2.3, Section 5.2.4 and Section 5.2.5.

3. Members of SFTP-users have access to their user-specific home folders only. This can be defined with
virtual folders. See instructions in Section 5.2.4 and Figure 5.15.

4. Terminal access is allowed only for administrators, from everyone else, it is denied. See instructions in
Section 5.2.3 and Section 5.2.5.

5.2.1 Opening SSH Tectia Server Configuration GUI

On Windows, SSH Tectia Server is configured through a graphical user interface.

Open the SSH Tectia Server Configuration GUI by clicking Start — Programs — SSH Tectia Server -
SSH Tectia Server Configuration.

In order to gain access to the necessary sts; configuration settings, we first need to enable the advanced settings
by clicking Advanced under GUI Mode on the SSH Tectia Server view:
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Using Secure File Transfer
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Figure 5.3. Enable Advanced GUI Mode

Now we can proceed to the actual configuration settings. See the example views below.

5.2.2 Enabling Public-Key Authentication

Define the public-key authentication as the only allowed authentications method under the Authentication

- Default-Authentication page, on the Parameters tab.
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Figure 5.4. Enable only public-key authentication

5.2.3 Settings for the Admin Group

Here we create a user group with administrator rights and allow all actions and services for the members of

the group.

1. Under the Services page, click Add to create a group for administrators.
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W 55H Tectia Server Configuration -0 x|

S5H Tectia Server

- General
i Proxy Rules

Identty Configure service groups and allowed services for each group.
-~ Metwork.
Logging Y'ou can allow different services based on user parameters such as usemame or administrator status, You can,
- Certificate ¥ alidation for example. deny terminal access for certain users or restrict the folders that are available via SFTP. Use
[#- Connections and Encryption selectors to defing the matching criteria for each service group.
- Authentication X X
B Services If & uzer does nat match to any group, the default service group is used.
- [default]

Use the buttons below the tree to add, delete, and move the service groups. The groups are processed in
top-down order.

_w |Ca D

Diowr Add Child |
Delete |

{aati [ o |
oK | Apply Cancel Help

Figure 5.5. Start creating a user group

SSH Tectia Server will use a placeholder name group1 for a newly created group.

2. On the Basic tab, name the group admin and choose Allow or Allow all for all services, Terminal,
Commands, Local Tunnels, and Remote Tunnels.
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Figure 5.6. Name the group ‘admin* and allow all services

3. Gotothe Selectors tab, and click Add Selector. On the Add Selector tab, choose selector type Admin-
istrator, and click OK.
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4.

5.

R: SSH Tectia Server Configuration

S5H Tectia Server

- Metwork
Logging
Certificate Validation
[+ Cannections and Encryption
Authentication
(= Services
- admin
o [default]

Up Add 1,

D | Add Child | (

- General _
-+ Prowp Rules
-~ Identity Configure service aroups and allowed services for each group.

Selactors IEasiE | SFTP | Commands | Locel Tunnels | Remote Tunnels | Envionmen «| »

It any of the selectars match of there are no selectors, this item will match,

Maote: These selectars will nat be used if the user has been already put into & group by the 'Set Services

group' action during authentication

#

Type Attributes

1

Add Selectar. . ) Delete Selecturl

Delete |

F: Add Selector |

Choose selector type:
—Selector Type

= Interface

" Cerificate
= Host certificate
P

 User

2  User group

™ Public key passed

ot |

=10l x]

Add Stribute | DeleleAttnbutel Eddit & fribuite: I

(1]:4 | Apply I

Cancel |

Help

Figure 5.7. Define the group selector as administrator

#: Administrator Selecto! x|

I~ Allow undefined

]

Cancel |

Figure 5.8. Define user group as administrator group

When the Administrator Selector view opens, select Is Administrator, and click OK.

On the SFTP tab, allow the SFTP service for the admin group, and keep the default settings.
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W: §SH Tectia Server Configuration
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Figure 5.9. Allow SFTP for the group ‘admin’

5.2.4 Settings for the SFTP-users Group

Here we create a dedicated user group for secure file transfer users. We attach an existing operating-system-
related user group to the SSH Tectia SFTP group, and allow them access only to their user-specific home

folders.

1. Under the Services page, click Add to create a group for SFTP users.
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W 55H Tectia Server Configuration -0 x|
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thentication

If & user does not match to any aroup, the default service group is used.
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Figure 5.10. Start creating the SFTP user group

2. On the Basic tab, name the group SFTP-users and choose Deny or Deny all for all the listed services,
Terminal, Commands, Local Tunnels, and Remote Tunnels. For more information on restricting ter-
minal access, see Section 5.2.5.
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Figure 5.11. Name the group 'SFTP-users' and deny all services

3. Onthe Selectors tab, click Add Selector and choose the selector type User Group, and click OK.
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F: SSH Tectia Server Configuration =10] %|
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Figure 5.12. Define the group selector as user group

4. When the User Group Selector view opens, attach the relevant existing operating-system-related user
group (named staff in this example) to the group.

: User Group Selector x|
Name shaff EmLI

Figure 5.13. Attach user group 'staff’

Data on the newly created group selectors appears on the Selectors tab.

5.  Onthe SFTP tab, allow the SFTP service for the SFTP-users and define the User Home Directory for
the user group. This is the SFTP starting directory. Use the default %USERPROFILES%, as shown in the
following figure.
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Figure 5.14. Allow SFTP service for group SFTP-users

To be able to define Virtual Folders for the user group, first un-select the Use defaults option on the

SFTP tab. Then click the Add button. When the SFTP Virtual Folder dialog opens, define the virtual
folder as c:, and its destination as the user-specific subdirectory under the SFTP directory on the C: drive
(when users change directory to C:, they are actually directed to their user-specific SFTP directory). The
session starts in the user's home directory. No other directory can be accessed via SFTP.
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Figure 5.15. Define virtual folders for group SFTP-users

By default, file access by the user using the SFTP subsystem is restricted by the file system access controls.
You can define more restrictions by defining virtual folders on Windows.

By default, if no virtual folders are explicitly defined in the configuration, the user can access all drives
via SFTP and SCP2 operations, the user's SFTP session starts in the C:\SFTP\%username% directory,
and that is the target directory for SCP2 operations.

When any virtual folders are defined, the user access is limited to the specified folders only. Note that
the user's home directory must be under one of the defined virtual folders.

0 Note

The virtual SFTP root directory is not an actual directory on disk and no files can be written
there.

The value of virtual folder can contain the same special strings as the value of home (%username%,

%username-without-domain%, %homedir%, and %hostname%).

5.2.5 Settings for the Rest of Users

The default service settings are applied to all users who do not belong to the admin group or the SFTP group.
Deny all services from them on the Basic and SFTP tabs.
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Figure 5.16. All services denied from default groups
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Figure 5.17. SFTP service denied from default groups
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Notice that denying the terminal service, denies also X11 and agent forwarding and shell commands for the
specified group (unless some commands are explicitly allowed).

5.3 Automated Secure File Transfer Script

You can set up automated file transfer between SSH Tectia Client and Server hosts using scripts.

When SSH Tectia Server is used for automated file transfer, separate user accounts can be created for the file
transfer users. Non-interactive authentication with public keys and scripted commands are then set for these
accounts, and the file transfers are carried out as the current user.

The following example script first transfers testFile from SSH Tectia Client to SSH Tectia Server and then
transfers the file back. The script logs the command and the return values to a file.

@echo off
REM Transfer file from localhost to sftpserver.example.com and back

set SRV=sftpserver.example.com
set logfile=C:\SCP-logs\scpg3_%SRV%

echo Script started %date% %time% >> %logfile%

REM This "scpg3 put® command transfers the file from client to server.
echo scpg3.exe -B -q testfile.dat %SRV%:test >> %logfile%

scpg3.exe -B -g testfile.dat %SRV%:test

echo Result: %ERRORLEVEL% >> %logfile%

REM This "scpg3 get® command fetches the file from server to client.
echo scpg3.exe -B -q %SRV%:test test >> %logfile%

scpg3.exe -B -g %SRV%:test test

echo Result: %ERRORLEVEL% >> %logfile%

echo Script ended %date% %time% >> %logfile%
echo *** >> logfile%
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Chapter 6 Using Secure Application Connectivity

This chapter shows how to set up easy application tunneling with pre- configured automatic tunnels for secure
e-mail server access. The client machine where the e-mail application is running requires SSH Tectia Client.

The tunneling capability of SSH Tectia is a feature that allows, for example, company employees to access
their e-mail, company intranet pages and shared files securely even when working outside the office.

Tunneling, or port forwarding, is a way of forwarding otherwise unsecured TCP application traffic through
SSH Tectia in secure encrypted format. You can secure for example POP3, SMTP, and HTTP connections
that would otherwise be unsecured.

Tunneling makes it possible to access e-mail from any type of Internet service, whether accessed via modem,
GPRS, 3G, a DSL line or a cable connection, or a hotel Internet service. As long as the users have a TCP/IP
connection to the Internet, they can get their e-mail and access other resources from anywhere in the world
securely.

The SSH Tectia Connection Broker takes care of the tunneling in the background. When the Connection
Broker starts up, it opens the listeners for the defined automatic tunnels and asks the user to enter the password
or passphrase. If the connections are authenticated with public keys that have empty passphrases, the user
does not need to take any actions. The actual tunnel is formed the first time a connection is made to the
listener port.

0 Note

The user applications using the tunnel will carry out their own authentication procedures (if any)
the same way they would without the encrypted tunnel.

The automatic tunnels are local (outgoing) tunnels, which means that they protect TCP connections that your
local computer forwards from a specified local port to a specified port on the remote host computer where
you are connecting to. It is also possible to forward the connection beyond the remote host computer, but the
connection is encrypted only between SSH Tectia Client and the Secure Shell server.
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The following figure Figure 6.1 shows an example where the Secure Shell server resides in the DMZ network.
The connection is encrypted from SSH Tectia Client to the Secure Shell server and continues unencrypted
within the corporate network to the IMAP server.

SSH Tectia
Server
SSH Tectia Client /
SSH Tectia
Connectsecure Internet |
’;’ Corporate
-( Local tunnel .- '1— net?/vork —
y
E-mail Client IMAP Server

Figure 6.1. Local tunnel to an IMAP server

6.1 Defining Automatic Tunnels

Automatic tunnels are pre-configured secure connections to servers and the connections are opened automat-
ically when SSH Tectia Client starts up (usually when the session is started). The actual tunnel is formed the
first time an application connects the listener port. If the connection to the server is not open at that time, it
will be opened automatically as well.

Automatic tunneling requires settings on SSH Tectia Client and on the application. For instructions on defining
the automatic tunnels on SSH Tectia Client, see Section 6.1.1.

For instructions on defining the automatic tunnels on the application to be tunneled, see Section 6.1.2.

6.1.1 Settings in SSH Tectia Client

Automatic tunnels are configured through the SSH Tectia Configuration tool. Open the tool from the Windows

taskbar by right-clicking the SSH Tectia tray icon &= and selecting Configuration.

Select Automatic Tunnels in the tree menu and click Add to open the Automatic Tunnel dialog box.
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Figure 6.2. Defining a automatic tunnel

Fill in the fields as follows:

» Type: Select the type of the tunnel from the drop-down list. Valid choices are TCP and FTP.

» Listen port: Define the number of a local port that SSH Tectia Client listens to and that the applications
connect to. Do not use a reserved port number.

0 Note

The protocol or application for which you wish to create the tunnel may have a fixed port number
(for example 143 for IMAP and 25 for SMTP) that it needs to use to connect successfully. Other
protocols or applications may require an offset (for example 5900 for VNC) that you will have

to take into an account.

« Allow local connections only: Leave a check mark in this box if you want to allow only local connections
to be made. This means that other computers will not be able to use the tunnel created by you. By default,
only local connections are allowed. This is the right choice for most situations. You should carefully
consider the security implications if you decide to also allow outside connections.

» Destination host: This field defines the destination host for the port forwarding. The default value is

localhost.
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0 Note

The destination host address is resolved after the Secure Shell connection has been established,
so here localhost refers to the SSH Tectia Server host you have connected to.

» Destination port: The destination port defines the port to which the forwarded connection is made on the
destination host.

» Tunnel using profile: Select a connection profile through which the tunnel will be created. See Section 3.2
for instructions on creating connection profiles.

To edit an automatic tunnel, select the tunnel from the list and click Edit.

To delete an automatic tunnel, select the tunnel from the list and click Delete.

6.1.2 Settings in the Tunneled Application

The application (in this example, the IMAP and SMTP e-mail) must be configured to connect to the localhost
port instead of the application server port.

Figure 6.3 shows an example of e-mail account settings in Microsoft Outlook 2003.

E-mail Accounts |

Internet E-mail Settings (IMAP)
Each of these settings are required to get your e-mail account working.

User Information Server Information
Yiour Marne: IUser Mame Incoming mail server (IMAP]): Ilncalhost
E-mail Address: Iusername@example.cnm Qubgoing mail server (SMTP): Ilcu:alhost

Logon Information

Lser Marne: Iusername

Password: I*********

v Remember password

I Log on using Secure Password Maore Settings ... |

Authentication (SPA)

< Back Cancel

Figure 6.3. Defining e-mail settings
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Now when the tunneled application connects to the 1ocalhost port, the connection is forwarded in encrypted
format to the SSH Tectia Server, and from there unencrypted to the application server.
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